Data Protection issues





Operational database systems by definition often hold personal data on individuals, and are required to be covered by a registration under the Data Protection Act.  This is sometimes raised as a potential problems for a 'data mining' approach, and the advice of the Information Commissioners has been sought for previous projects.  The key part of their response, received from Amanda Chandler, Compliance Manager, Information Commissioners on 12 November l997, states,:-





“There may also be concerns regarding the requirements of the First Data


Protection Principle.  This requires that information be obtained and


processed fairly.  The Registrar is of the view, and this is supported by


case law, that to obtain information fairly the individual providing the


information must be made aware that of all non-obvious uses to which that


information may be put.  It may be that the data users you have approached


are concerned that they have not informed individuals that their


information may be used or processed in this way.





However, I should add that the Act does give a limited dispensation from this Principle for personal data held for historical, statistical or research purposes.  Provided that it has otherwise been obtained fairly, information is not be regarded as obtained unfairly merely because its' use for those purposes was not disclosed when the information was obtained.  This dispensation applies only if the data user did not have an intention, at the time the data were obtained, to use them for these purposes and personal data are not used in such a way that damage or distress is, or is likely to be, caused to any data subject.”  





As a result of this, a number of local authorities have agreed that such data can be utilised provided that individuals cannot be identified outside the Council from any data or from combinations of it.  Data can be made available to consultants carrying out the assessment as suppliers of services. Any information resulting from use of the data which could at any point be disclosed must be of a summarised and statistical nature only.





However data protection is still taken very seriously in any such ‘data mining’ projects, and in practice it has generally proved possible to utilise the IT reporting systems to produce useful aggregated or limited data, and there is normally no need to even produce any reports in a format in which personal information on individuals could be identified, even to the IT specialists and housing consultants involved in the assessment.





The guidance from the DPR on the 1998 Data Protection Act states:-





6 Research, History and Statistics 





2.6.1 Section 33 of the Act provides for various exemptions in respect of the processing (or further processing) of personal data for research purposes (including statistical or historical purposes) provided that the processing (or further processing) is exclusively for those purposes and, also, that the following conditions are met:- 





that the data are not processed to support measures or decisions relating to particular individuals, and      


that the data are not processed in such a way that substantial damage or substantial distress is, or is likely to be, caused to any data subject. 





2.6.2 Where the exemption applies:- 





the further processing of personal data will not be considered incompatible with the purposes for which they were obtained (see Chapter 3 on Principles at paragraph 2), 





[It is important to note that the exemption does not excuse the data controller from complying with that part of the second Data Protection Principle which states that personal data shall be obtained only for one or more specified and lawful purposes.] 





personal data may be kept indefinitely despite the fifth Data Protection Principle, and 


subject access does not have to be given provided that the results of the research or any resulting statistics are not made available in a form which identifies data subjects. 





2.6.3 The exemption will not be lost just because the data are disclosed:- 





     a) to any person, for research purposes only;


     b) to the data subject or someone acting on their behalf;


     c) at the request, or with the consent, of the data subject or someone acting on their behalf;


     d) where the person making the disclosure has reasonable grounds for believing the disclosure falls within (a), (b) or (c)  above.





This suggests that the position is not changed - indeed it is confirmed -, but an update has been obtained  direct from the Registrar to check on this. The reply was:-





“To: Bob@bline.stayfree.co.uk				





7th July 1999.


 


Thank you for your e mail of 30th June 1999.


 


I understand that you are concerned about whether the new Act will change advice that has been given earlier in relation to the disclosure of information for research purposes.


 


I have to advise that I do not believe that the new Act will make any changes to the advice that was previously provided.


 


This means that if an organisation depersonalises information that they hold and discloses that information to a third party, such as yourselves, for research purposes, this should not be contrary to the provisions of either the 1984 or 1998 Act. As stated before, the organisation holding information will have a limited exemption to their processing i.e. the process of depersonalising the information and once depersonalised any disclosure to a third party is not covered by data protection legislation.


 


I hope that this information is of assistance to you but should you have any further concerns or queries, then please do not hesitate to contact me again.


 


Yours sincerely


Amanda Chandler


Compliance Manager





To Register Call: 01625 545740


Information Line: 01625 545745


Switchboard: 01625 545700


Fax: 01625 524510


DX 20819 Wilmslow


 


Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF


 


http://www.open.gov.uk/dpr/dprhome.htm”
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Scan of letter from the Information Commissioner 4th February 2003


Dear Mr Line


Thank you for your letter dated 26 January 2003 including a draft article on data mining techniques, it was most interesting.


From the information that you provided, our position regarding compliance with the Data Protection Act 1998 has not changed from that given by Amanda Chandler in July 1999.


Good luck with your project.


Yours sincerely





Ian Axford-Hawkes 


Compliance Manager
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